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New Generation Certifi cations are available for this technology. 

Visit https://partner.microsoft.com/us/ngc for more information.

VALUE PROPOSITION

Unified Protection
• Integrated antivirus and antispyware engine scanning in real-time versus user mode. 

Windows® Filter Manager allows a Forefront Client Security mini-fi lter to scan data 
as it is accessed from a fi le system. Some other vendors scan spyware in user mode 
(allow the spyware to fi rst run, and then detect and scan it). 

• Includes advanced protection against malware through heuristics, tunneling 
signatures for user-mode rootkits, static analysis, code emulation, and more.

• Backed by Microsoft 24 hours a day/seven days a week global malware research 
and response.

Simplified Administration
• Single policy confi gures the antispyware, antivirus, and state assessment 

technologies in addition to alert level settings. 

• Optimized for Active Directory® service for confi guring security agents and Windows  
Server® Update Services (WSUS) for automated distribution of signatures and 
security agents. 

Reporting and Visibility—Major Differentiator from Competition
• True real-time reporting through Microsoft SQL Server® with embedded Microsoft 

Operations Manager in Forefront Client Security. 

• Comprehensive, detailed reports on key issues; drill down to as much detail as 
needed (to PC, individual threat).

• State assessment scans that identify which Forefront Client Security–managed PCs 
need updates or are not confi gured securely. 

Microsoft Forefront Client Security Licensing Options
Forefront Client Security is licensed under a subscription model through Microsoft Volume Licensing in the online services 
program: A subscription on a per-user or per-device basis for the Security Agent; and a subscription on a per-server basis 
for the Microsoft Forefront Client Security Management Console. A User/Device Subscription License is required for every 
user/device protected by the Security Agent, and a Service Subscription License is required for each server running the 
Management Console.

The subscription includes all antivirus and antispyware engine updates, signature updates, product updates, and product 
upgrades during the subscription period.

No separate up-front license exists for Forefront Client Security—all of the above are covered under subscription licensing.

Customers can license the Forefront Client Security Management Console with Microsoft SQL Server 2005 Enterprise 
Edition technology (restricted for use with Forefront Client Security). Alternatively, they can choose to license it without SQL 
Server 2005 Enterprise Edition technology if they have:

• More than 2,000 seats with an existing SQL Server 2005 Enterprise Edition deployment.

• Less than 2,000 seats with either an existing SQL Server 2005 Enterprise Edition or SQL Server 2005 Standard Edition 
deployment.

HOW DO I SELL IT?

WHAT IS IT? HOW DO I ORDER IT? 

Microsoft Forefront™ Client Security is an antivirus and antispyware software solu-
tion that helps protect business desktop PCs, laptops, and server operating systems. 
The product includes two components. The first one is a malicious software (also called 
malware) protection agent, installed on business desktop PCs, laptops, and servers, that 
provides real-time protection of and scheduled scanning for threats such as spyware 
and viruses. The second component is a central management system that administrators 
can use to easily manage the malware protection agents, update agents with the latest 
protection signatures, and generate reports and alerts on the security status of their 
environment.

Why Microsoft for Client Security? 
• Focus on customers. It is about protecting customers and doing the “right thing for 

the customer”—this is the guiding principle that product teams follow to help make 
operating systems secure. Microsoft focuses on building secure products, but it is 
impossible to completely eliminate all vulnerabilities in a product. This vulnerability 
provides an opportunity for hackers and virus writers to develop potentially harmful 
programs. Since the acquisition of GeCAD Software and GIANT Company Software Inc., 
Microsoft has been working behind the scenes with partners and customers to improve 
security and prevent future malware attacks from happening. Now with Forefront, 
Microsoft is “taking control” to protect customers from malicious attacks. This helps 
Microsoft customers to get end-to-end security from Microsoft—a secure product 
(operating system or application) and the security product to protect the operating 
system or application.

• Lower total cost of ownership (TCO). The goal is to provide customers with products that 
integrate and take advantage of a customer’s Microsoft infrastructure to reduce TCO. 
Forefront Client Security integrates with Active Directory, SQL Server, Windows Server 
Update Services, and Microsoft Systems Management Server. It is also built on Microsoft 
Operation Manager. Customers will see a tighter integration with Microsoft System 
Center products in upcoming releases of Forefront products. 

Why Forefront Client Security? 

• Potential Windows Vista deployments. Upgrading to a new operating system is the 
time to revamp the base image. This is an excellent opportunity to get Forefront Client 
Security on the Windows Vista image because together they provide customers with an 
end-to-end security experience. Windows Vista has enhanced security features like Data 
Execution Prevention (DEP), Address Space Layout Randomization (ASLR), bi-directional 
fi rewall, BitLocker™ drive encryption, and others. And Forefront Client Security builds 
on the operating system security features to provide antivirus, antispyware, and security 
state assessment reporting (includes the ability to report on Windows Firewall). Windows 
Vista and Forefront Client Security provide better value to customers by reducing TCO. 

• Focus on Enterprise Client Access License (ECAL). Forefront products are a key pillar for 
ECAL. Field people looking to upgrade customers to ECAL should highlight the benefi t 
of Forefront Client Security. Customers get a discount of 54 percent when they upgrade 
to ECAL. Security products along with Microsoft Exchange Server and Microsoft Offi ce 
Communications Server 2007 products make ECAL an attractive solution, convincing 
customers of ECAL value. 

Why Engage? 
Engaging in the Forefront Client Security opportunity provides the following benefits: 

• Drive stronger relationships with customers as a strategic technology partner.

• Improve customer Net Satisfaction (NSAT).

• Increase revenue by up-selling to ECAL.

*Security Intelligence Report Volume 3 (January through June 2007)

WHAT’S NEW AND IMPROVED

Forefront Client Security Service Pack (SP) 1 is now available and supports:

• Agent protection on Windows Server 2008—Server and Core

• Server roles protection on Windows Server 2008 (except Core, which is client only)

• Agent protection and server roles on Hyper-V™ technology

• Agent protection on Home editions of the Windows Vista® or later, Windows XP SP2 
or later, Windows 2000 SP4, or Windows Server 2003 SP1 or later operating system

• Network Access Protection (NAP) Integration

Customers who download the Forefront Client Security evaluation software are 
prompted to install the SP1 upgrade using Microsoft Update on install. Existing Forefront 
Client Security customers are automatically prompted to install the SP1 upgrade using 
Microsoft Update. 

Forefront Client Security
Open Value SKUs

Forefront Client Security Mgt Console FTZ-00045
Forefront Client Security Mgt Console with SQL FTZ-00008
Forefront Client Security User UFB-00055
Forefront Client Security Device UFB-00087

Select SKUs
Forefront Client Security Mgt Console FTZ-00040
Forefront Client Security Mgt Console with SQL FTZ-00019
Forefront Client Security User UFB-00054
Forefront Client Security Device UFB-00086

Enterprise SKUs
Forefront Client Security Mgt Console FTZ-00043
Forefront Client Security Mgt Console with SQL FTZ-00012
Forefront Client Security User UFB-00003
Forefront Client Security Device UFB-00001

Media
Forefront Client Security Mgt Console UFB-00110


